
Standard Based Cyber 

Security Management

Build your Cyber Security based on reputable industry 
standards (ISO 27001/NIST/HITRUST)



Standard Based Cyber 

Security Management

There is only one way to be sure 

that your cyber security is done 

right is to follow a standard.

ISO 27001 is the international 

standard that describes best 

practice for an information 

security management system 

(ISMS) and is the only 

internationally-accepted, 

universal standard for 

information security governance.



Digital Edge is a 

cybersecurity provider 

implementing Information 

Security practices, 

processes, procedures and 

technology based on 

internationally accepted 

standards
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•NIST

•ISO

•PCI

•SOC 2

•Need privacy compliance?

Step 1: 

SELECT A STANDARD



•Governance

•Information and system 

classification

•Required laws and 

compliance

•Scope

Step 2: 

SETUP BASICS



•Identification

•Classification

•Management

•Policies and procedures

Step 3: 

RISK



•Select applicable controls 

from the standard

•Review sufficiency

•Applicability statement

Step 4: 

CONTROL SELECTION



•Documentation

•Awareness

•Management approval

Step 5: 

POLICIES & PROCEDURES



•Review controls and 

required artifacts

•Additional 

implementations and 

compensations

•Monitoring and review

Step 6: 

IMPLEMENT TECHNOLOGY



•Review controls and 

required artifacts

•Additional 

implementations and 

compensations

•Monitoring and review

Step 7: 

COLLECT ARTIFACTS



•Security Information and 

Event Management

•Reviews and SOPs

•Escalations 

Step 8: 

SECURITY OPERATION



•CIRT operations

•Notification

•Documentation

•Risk correlation and 

measurements

Step 9: 

INCIDENT MANAGEMENT 



•Checkboxes vs self 

continues Due Diligence 

process

•Scheduled reviews

•Internal Audits

•Management reviews

Step 10: 

AUDIT 


